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All of it is possible with SDX
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SDXes are gaining traction
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Detection is hard

as probing is not feasible.

Loop prevention is useless

as the control plane is not 
aware of remote policies.

To guarantee correctness,

we need to exchange state.

Uncoordinated policy installations
cause forwarding loops
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Solution: SIDR
Safe Interdomain Deflection based Routing
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SDX participants are reluctant 

to share the exact policies.

Scalability Exchanging state about 

all deflections gets out of hand.

Flexibility Installing as many 

safe policies as possible.
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Shared information

False positives

SIDR

Reveal who is deflecting, 
not what is being deflected.

Exchange information only 
with affected SDXes.
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SIDR coordination framework

28

Deflection Information Base

Keep track of remote deflections.

Communication Manager

Learn about remote deflections.

Policy Verifier

Consult BGP best path and DIB
to check policies.
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Prefix Deflection	Set
… … …

Prefix AS	Path
C 10/8 [G,	F,	E,	A]
… … …

Deflection DB @ SDX1

BGP Paths @ SDX1

(1) Policy notification
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Safe Inter-domain Deflection Routing

37

Notification from SDX2

Deflection for 10/8 between F and D
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Notification from SDX2

Deflection for 10/8 between F and D

SDX1 is affected through C
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Prefix Deflection	Set
C 10/8 {F,	D}
… … …

Prefix AS	Path
C 10/8 [G,	F,	E,	A]
… … …

(2) Update

Deflection DB @ SDX1

BGP Paths @ SDX1
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Prefix Deflection	Set
C 10/8 {F,	D}
… … …

Prefix AS	Path
C 10/8 [G,	F,	E,	A]
… … …

(3) Policy activation request

Deflection DB @ SDX1

BGP Paths @ SDX1
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Prefix Deflection	Set
C 10/8 {F,	D}
… … …

Prefix AS	Path
C 10/8 [G,	F,	E,	A]
… … …

(4) Reject

Deflection DB @ SDX1

BGP Best Path @ SDX1
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Combined IXP dataset (421 IXPs)
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Augmented with IXP links (1M edges)

Compute BGP paths to 1000 destinations

Generate policies using iSDX’s model

Install one policy after another

Dataset

Methodology

CAIDA AS graph (50k nodes, 200k edges)

Combined IXP dataset (421 IXPs)
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Full sharing

SIDR

No sharing 2%

91%

100%

Fraction of detected safe policies

No false negatives, but false positives
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SIDR prevents 
these loops

Multiple SDXes can 
create loops

while maintaining 
flexibility.

91%

Part I

Part II

Part III


